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What can we do to improve the communication of your company?

to conversations about the the business’ new strategies and alliances the brand or company image managers to improve their

brand and the business communication activities, to hit new targets and among key stakeholders and comms skills and become

itself tools and results markets influencers perfect spokespersons
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A COMM PLAN CAN NOT AVOID ACYBER ATTACK BUT IT COULD H
ORGANIZATION TO TURN THIS ISSUE INTO A BRAND OPPORTUNITY

Did you know?

33% of clients declared to have more TRUST in hacked
company that immediately and directly alerted them on a

data breach. REPUTATION

A reputation that took decades to buikd

94% of Customers consider today TRUST more important can b ttenied by a sigle et
than CONVENIENCE. Deloitte’s 2016 Privacy Index

CBS.com notes that 1.5 million cyberattacks occur every year,
which translates to over 4,000 attacks every day, 170 every
hour, or nearly three every minute. While few attacks succeed,
the high probability of cyber incidents dictates that every
organization needs to be prepared to respond effectively.

Traditionally the main responsibility and focus on a Cyber Attack "It takes 20 years to build a
are linked to IT & Legal Dept and there is a LACK OF ATTENTION reputation, and S minutes

. . . to ruin it" -Warren Buffet
on Internal & External Communications Team strategic role.
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When you properly

combine real-time and
two-way you get responsive.
Your audience will be

responsive and so must you.

Communications are
now a two-way streset,
whether you want them
to be or not.

to be incorporated into your
corporate culture - not to meantion
your crisis communications
strategy. The digital landscape
changes often and quickly. Staying
stagnant will leave you vulnerable.

Being Informative is the only
wiay. If you're not informative
somebody else will be - on a
channel that your organization
has zero control ower.



DATA BREACH & CRISIS: IT IS VITAL TO START
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The traditional communication approach is the
typical “Let’s cross our fingers and we will
see...” with no strategy and no crisis tools.

A good crisis communication plan can be
designed and tested NOT during the cyber
attack but it must be prepared BEFORE and
adjusted when our company is working In
ordinary and safe business conditions.

We need CRISIS-READY CULTURE.




DELOITTE'S CRISIS MANAGEMENT LIFECYCLE

Readiness Response Recovery
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REAL-TIME RESPONSE

24/7 MONITORING

*cyberattacks | natural disasters | misdeeds and financial crimes | financial disruptions | industrial accidents | civil or political unrest
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Step 1: Right Here - Right Now

While IT & Security teams are working on containing and securing the breach,
crisis communications team’s first and most important priority is
to communicate directly & ASAP with your affected stakeholders.

v Be honest and to the point
Show remorse and how deeply you care and are taking the situation seriously.

v' Be Pragmatic and Time-focused

Clearly communicate how this breach affects those impacted, what they should
do to immediately protect themselves and where/when you will provide them
with another update.

v' Relation Management is the Key

Focus on maintaining and even strengthening your relationships with these
stakeholders. They have every right to be pissed and worried but if you focus on
your relationship and being transparent & empathetic, they may just forgive you.
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Step 2: Official Statement/Stand-By Positioning

If we know that this breach is going to create headlines we have to draft an official
statement and publish it in our crisis communications home base.

v

v

<N X X

v
v

Make sure you have a mention of the hack and a link to this statement from
your website’s homepage (or a banner)

Don’t make people go searching for your comms, make it easy for them to
find. Update this statement as more questions get answered.

If the media will be reporting it, let’s give journos the true story to use.
Be transparent and focus on strengthening your media relationships
Clearly state repercussions, what you have done and what you will do

Create an intuitive title that will rank well for the keywords people will use to
search for more information on this data breach.

Evaluate to include a video apology from Top manager/CEO
Provide a specific contact for media inquiries (Social Crisis Expert).
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Step 3: Make sure your Social Media Team is ready

You will have to link/pin your official statement from your social media
accounts and monitor 24/7 social media local/national scenario as well.

Your Social Media Team needs to be armed with:
v' Clear messaging for proper response.
v Information on where to send inquiries that need to be redirected.

v Aresponse flow chart that will help SMT answer the tough questions,
such as when to respond, when to sit back and when to escalate a
specific case to the crisis team.

v" Your SMT will also have the task of monitoring social media to identify
rumors and speculation and to gauge the overall brand sentiment.
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Step 4. Keep an eye on your Online Reputation

Articles will be indexed in the search engines, so you will want to:

v Make sure that your communications are helping to shape the
narrative of this crisis in as much of a positive way as possible.

v’ Basically what we want is to be recognized for our quick,
compassionate response and our brilliant crisis management skills.

v' Do what you can to make sure that these ranked articles are
not going to overpower your own online presence and rankings

v Do an online vulnerability audit and a proactive On Line
Reputation management with SEO and Digital PR actions.
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Buffer, social media pre-scheduling app, was hacked on October 23 2013.

All Buffer users received immediately and directly in their inbox a message on the
hack before they even had the chance to discover the situation.

What made Buffer’s crisis communications such a success?

v' They weren’t scared to get ahead of the story, making sure that their customers heard
the details of the situation from them before they heard it from any other source

v' They expressed true concern, care and sincerity — and were completely human
v' They proved that they were taking the situation seriously.

v" They kept their audiences updated on the situation, in real-time, from their
corporate blog as well as from their social media platforms

v" Once the situation was resolved, they heightened their security measures so as to
protect the situation from happening again

v' They provided updates and promised even more updates in the near future
v They welcomed feedback — which made their crisis communications two-way

As a result, their users trust and feel connected to the brand in a more positive way than
they did before the hacking occurred.

https://open.buffer.com/buffer-has-been-hacked-here-is-whats-going-on/
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“Hi there,

| wanted to get in touch to apologize for the awful experience we’ve caused many of you on your
weekend. Buffer was hacked around 1 hour ago, and many of you may have experienced spam posts
sent from you via Buffer. | can only understand how angry and disappointed you must be right now.

Not everyone who has signed up for Buffer has been affected, but you may want to check on your
accounts. We’re working hard to fix this problem right now and we’re expecting to have everything back
to normal shortly.

We’re posting continual updates on the Buffer Facebook page and the Buffer Twitter page to keep you
in the loop on everything. The best steps for you to take right now and important information for you:

Remove any postings from your Facebook page or Twitter page that look like spam
Keep an eye on Buffer’s Twitter page and Facebook page

Your Buffer passwords are not affected

No billing or payment information was affected or exposed

All Facebook posts sent via Buffer have been temporarily hidden and will reappear once we’ve resolved
this situation

I am incredibly sorry this has happened and affected you and your company. We’re working around the
clock right now to get this resolved and we’ll continue to post updates on Facebook and Twitter.

If you have any questions at all, please respond to this email. Understandably, a lot of people have
emailed us, so we might take a short while to get back to everyone, but we will respond to every single
email.

— Joel and the Buffer team”
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ASHLEY
MADIS# N°

Life is short. Have an affair.®

Get started by teling us your redationship status

Please Select

See Your Matches »

anonymous members!

* %k k As seen on: BBC News, Ashley Madison is the

100% Reuters, The Sun, The world's leading married v i"“t‘j - | SSL
Uke-minded Telegraph, The Times dating service for “.L‘_L.J'L"l:' w r " ggcure
discreet encounters Awar ite

https://techcrunch.com/2015/08/19/ashley-madison-data-dumped/
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There’s no substitute for preparedness

Wargaming, rehearsals, and other structured preparations do much to position the
organization to launch a coordinated response.

Every decision counts

In a crisis every decision can affect stakeholder value mainly through heightened
reputational risks, which can destroy value faster than operational risks.

Response times should be in minutes

Teams on the ground must respond rapidly, not in 24 hours or days. They must take
control, lead with flexibility, act on incomplete information and inspire confidence.

When the crisis has passed, work remains

After breathing a sigh of relief, you must capture data, log decisions, manage finances,
handle insurance claims, and meet legal and regulatory requirements.

You can emerge stronger

Almost every crisis creates opportunities for an organization to shine, first, by responding
effectively and, second, by searching out opportunities to improve.
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THANK YOU FOR YOUR ATTENTION!

Deloitte.

Cyber Security. Evolved.
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